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DATA PROTECTION & RETENTION POLICY



1. Introduction and Purpose
Hardington Mandeville Village Hall is committed to protecting the privacy and personal data of our trustees, volunteers, staff, hirers, and community members.
This policy ensures compliance with the Data Protection Act 2018, which is the UK’s implementation of the General Data Protection Regulation (UK GDPR). It controls how our charity collects, stores, uses, and securely disposes of your personal information.

2. Core Data Protection Principles
Everyone responsible for using personal data within the charity must follow strict rules called ‘data protection principles. We must ensure that personal information is:
· Used fairly, lawfully, and transparently.
· Used for specified, explicit purposes.
· Used in a way that is adequate, relevant, and limited to only what is necessary.
· Accurate and, where necessary, kept up to date.
· Kept for no longer than is necessary (storage limitation).
· Handled in a way that ensures appropriate security, including protection against unlawful or unauthorised processing, access, loss, destruction, or damage.

3. Sensitive Personal Data
There is stronger legal protection for more sensitive information. The charity will take extra care if handling data regarding:
· Race or ethnic background.
· Political opinions or religious beliefs.
· Trade union membership.
· Genetics or biometrics (where used for identification).
· Health data, sex life, or sexual orientation.
· Separate safeguards are also maintained for any personal data relating to criminal convictions and offences.

4. Your Rights
Under the law, individuals have specific rights regarding the data the charity stores about them. These include the right to:
· Be informed about how your data is being used.
· Access personal data (via a Subject Access Request).
· Have incorrect data updated or erased.
· Stop or restrict the processing of your data.
· Data portability (allowing you to get and reuse your data for different services).
· Object to how your data is processed in certain circumstances.
· Rights related to automated decision-making and profiling (though the charity does not currently use automated profiling processes).

5. Subject Access Requests (SARs)
Individuals exercising their right to access their data must be handled efficiently:
· Submission: Requests should be made in writing to the Committee Secretary.
· Verification: The charity will verify the identity of the individual before releasing any data.
· Timeline: We will respond and provide the data free of charge within one calendar month of receiving the request.

6. Data Breach Management Plan
A data breach occurs when personal data is accidentally lost, destroyed, altered, or shared without permission. In the event of a breach, the Management Committee will follow this 5-step procedure:
1. Containment: Immediately take steps to stop the breach from worsening (e.g., changing email passwords, isolating affected IT devices).
2. Assessment: Evaluate the risks to the individuals affected (e.g., potential for identity theft, fraud, or distress).
3. Individual Notification: If the risk to individuals is high, we will notify the affected people directly without undue delay.
4. Record Keeping: We will document all breaches, including the facts, the effects, and the remedial action taken, in an internal log.


7. Data Retention Schedule
We store data only for as long as required by UK law, tax regulations, or operational necessity. Once data reaches its expiration date, it must be securely destroyed (shredded or permanently deleted from electronic devices).
	Record Category
	Recommended Retention Period
	Primary Reason
	Disposal Method

	Governance & Deeds
	Indefinitely
	Core constitutional requirement
	N/A (Archive securely)

	Committee Minutes
	Indefinitely
	Historical governance record
	N/A (Archive securely)

	Financial & Tax Records
	7 years
	HMRC and Charity Commission rule
	Shred / Secure delete

	Hiring Agreements
	6 years after financial year-end
	Breach of contract limitation
	Shred / Secure delete

	Accident Logs
	3 years after entry date
	Personal injury statutory limit
	Shred / Secure delete

	Staff & Volunteer Files
	6 years after leaving
	UK employment law guidelines
	Shred / Secure delete



8. Review
This policy and its retention schedule will be reviewed by the Hardington Mandeville Village Hall Management Committee at least every two years to ensure ongoing compliance with UK law.
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